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In June, 2012 the Office of the Privacy Commissioner of Canada (“OPC”), the Office of the 
Information and Privacy Commissioner of Alberta and the Office of the Information & Privacy 
Commissioner for British Columbia issued a joint Guidance Document called “Cloud Computing 
for Small and Medium-sized Enterprises: Privacy Responsibilities and Considerations”.   

Cloud computing, a form of outsourcing involving the delivery of computing services over the 
Internet using shared resources, offers many potential benefits to small and medium-sized 
enterprises (SMEs), including scalability, flexibility and cost-efficiencies.   Many SMEs already use 
cloud computing for data processing, storage and backup, for accounting services, for 
communications, or for customer service and support.  Unfortunately, many companies do not even 
realize that they are already “in the cloud” if they use cloud based email services for business 
correspondence, or any online service to collaborate on documents containing personal information.   

The focus of the OPC Guidance Document was to remind SMEs that under Canada’s private sector 
privacy legislation, an organization that collects personal information from an individual is 
accountable for the personal information even when it is outsourced for processing to third-party 
providers. Thus, all businesses in Canada, regardless of their size, are ultimately accountable for the 
personal information they collect, use and disclose even if they outsource personal information to a 
service provider that operates in the cloud. 

Unfortunately, many standard cloud computing agreements (especially for ‘free’ services) contain 
legal terms that are not sufficient to allow SMEs to meet their Canadian privacy obligations. 
Moreover, standard cloud computing agreement often allow a provider to unilaterally change the 
agreement, limit its liability for the information, and/or subcontract to various other providers.  
However, as confirmed by the OPC, SMEs must use contractual or other means to ensure that 
personal information is appropriately handled and protected by the cloud provider.  

The OPC also recognized that security in the cloud is of paramount importance and the Guidance 
Document offered some best practice guidelines.  SMEs using cloud computing services should: 

• Limit access to the information and restrict further uses by the provider; 
• Ensure that the provider has in place appropriate authentication/access controls;  
• Manage encryption; 
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• Ensure that there are procedures in place in the event of a personal information breach or 

security incident; 
• Ensure periodic audits are performed; and 
• Have an exit strategy. 

SMEs must pro-actively maintain control over personal information that is sent to a cloud provider, 
and take steps to prevent and limit secondary uses of personal information. Again, due diligence on 
the part of the organization will be required before signing a standard cloud agreement and moving 
personal information to the cloud.  SMEs must (i) clarify what, if anything, the prospective cloud 
provider will do with the personal information provided; (ii) seek customers’ consent for new uses 
of their personal information; and (iii) always keep in mind the reasonable expectations of the 
individual.  

As the OPC noted, Canada’s private sector privacy legislation does not actually prohibit 
organizations in Canada from transferring personal information to an organization in another 
jurisdiction for processing. However, SMEs must recognize that personal information that is 
transferred to another country is subject to the laws of that jurisdiction and the data may be 
physically located in several jurisdictions. The cloud provider’s backup servers could be in a 
different physical location than the primary servers. SMEs must understand where the data will 
reside to fully comprehend the legal regimes for protecting personal information and the 
circumstances under which data may be accessed by foreign courts, government agencies, and law 
enforcement. Additionally, organizations that outsource personal information cross-borders do have 
a legal obligation to use clear and understandable language to inform individuals that their personal 
information will be transferred to a cloud provider, that their personal information may be stored or 
processed in a foreign country outside of Canada and that it may be accessible to law enforcement 
and national security authorities of that jurisdiction.  

Even if a SME has outsourced personal information, it must have the ability to access data at any 
time (including backups and archives), make corrections, and investigate any allegations of 
non-compliance with privacy obligations. In the event of a data breach, organizations will also want 
control over the procedures to notify affected individuals. 

Organizations must also be cautious that they not lose control of the personal information 
transferred to the cloud provider. As noted the OPC, maintaining control means that data ownership 
is to be clearly defined in the cloud computing agreement (including specifics as to what the 
provider can do with the personal information and what will happen to the personal information if 
the provider ceases to operate). Organizations must also have the ability to terminate the cloud 
contract, retrieve the data from the cloud provider, and have the cloud provider attest that no 
personal information is retained in its systems, or any of its subcontractor’s systems. Lastly, the 
OPC Guidance Document contains a list of key questions that organizations should take into 
account when shopping for a cloud computing solution.  

It is clear that organizations must take care to fully assess the benefits, risks, and implications for 
privacy when considering a cloud computing solution. 
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