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In addition to understanding the Commissioner investigations, recommendations and orders that can flow 

from violations of privacy, it is now increasingly critical that counsel, individuals and organizations have 

a clear appreciation of how violations of privacy can give rise to damage awards, tort claims and class 

action litigation in the courts.  Canadian courts have shown an increasing willingness to protect privacy 

interests in these areas.  The landmark decision of the Ontario Court of Appeal in Jones v Tsige, 2012 

ONCA 32, as well as Canada’s forthcoming anti-spam legislation (“CASL”)
3
 (which contains a private 

right of action and statutory damages) are expected to further encourage such recourse to the courts.  

Potential risks and liabilities in these respects include not only the damages that might be awarded in a 

given case but also the tremendous reputational, lost opportunity and out-of-pocket costs and harms to 

organizations that are often associated with such claims.  This short paper provides a brief overview of 

some of the recent developments that are changing the face of privacy in Canadian courts. 

Damage Awards Under PIPEDA  

Pursuant to section 14 of the Personal Information Protection and Electronic Documents Act 

(“PIPEDA”)
4
, a complainant may, after receiving a report from the Office of the Privacy Commissioner 

of Canada (“OPC”) or upon being notified that the investigation of the complaint has been discontinued, 

apply to the Federal Court for a hearing in respect of any matter in respect of which the complaint was 

made, or that is referred to in the OPC report, and that arises from certain sections of the legislation.  The 

hearing is a de novo review akin to an action; it is not a judicial review of the OPC findings.  

Section 16 of PIPEDA sets forth some of the remedies that the Court may grant following such a hearing.  

Subsection 16(c) in particular provides the Federal Court the discretion to award damages to a 

complainant, including an amount for any humiliation suffered.  Until very recently, there were no cases 

in which the Court exercised its power to award damages.  In a number of recent cases issued since 2010, 
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however, a damages framework has begun to emerge and in several cases the Court has awarded damages 

for violations of PIPEDA. 

The Court will look at a number of factors to determine whether a damage award is appropriate under 

PIPEDA and, if an award of damages is appropriate, the quantum of damages that should be awarded.  In 

general terms, the Court will consider in each case the alleged injury to the complaint, including the 

impact of the breach on the health, welfare, social, business or financial position of the complainant, the 

nature of the breach, and the organization’s conduct before and after the breach.
5
  In addition, the Court 

has held that it may consider whether damages should be awarded to deter future breaches or to further 

the general objects of PIPEDA.
6
 

The Court has made clear that an award of damages is not to be made lightly and should only be made “in 

the most egregious situations …where the breach has been one of a very serious and violating nature such as 

video-taping and phone-line tapping, for example.”
7
  For example, in a case where a fitness club was found 

to have breached PIPEDA by disclosing (without consent) the frequency of the complainant’s gym visits 

to the complainant’s employer, the Court refused to award damages and instead held that the club’s 

implementation of the OPC’s recommendations was sufficient.
8
  The complainant claimed that the 

disclosure had led his employer to retaliate against him.  However, the Court characterized the situation as 

“the result of an unfortunate misunderstanding.”
9
  In refusing to award damages, the Court considered it 

relevant that:  

(a) the disclosure of personal information was “minimal”;  

(b) there had been no injury to the complainant sufficient to justify an award of damages; 

(c) the club did not benefit commercially from the breach; 

(d) the respondent did not act in bad faith; and  

(e) there was no connection between the breach and the employer’s alleged retaliation 

against the complainant.
10

 

In addition, in assessing the conduct of the organization in breach of PIPEDA, the Court has held that it 

may consider the organization’s response and steps taken after it was notified of the complaint: 

…an assessment of a respondent’s conduct is appropriate when a court is exercising its 

discretion to award damages and in considering the quantum of damages.  In examining 

the reasonableness of conduct where there has been a breach of the Accuracy Principle, it 

is appropriate that the Court be guided by a number of factors including the nature of the 

response to the complaint, the steps taken to investigate the allegation of inaccuracy, the 

steps taken to correct the information collected in an organization’s own records, the 
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steps taken to correct false information the organization has provided to others, the steps 

taken to keep the individual informed of actions taken, and the timeliness of all steps 

taken.
11

 

In the damages analysis, the above factors may also be weighed against any contributory fault of the 

complainant.
12

 

In applying the above factors, the quantum of damages awarded by the Court in cases under PIPEDA to 

date has varied according to the particular facts of each case.  The first case to award damages for a 

breach of PIPEDA, Nammo v TransUnion
13

, dealt with a credit reporting agency that failed to maintain 

accurate personal information about the complainant and consequently released an inaccurate credit report 

to a potential creditor of the complainant.  The Court ordered TransUnion to pay $5,000 to the 

complainant based on the humiliation suffered (noting that the nature of TransUnion’s business was a 

relevant consideration, as demonstrated in the paragraph below), despite the fact that no actual loss had 

been shown: 

I am satisfied that in the circumstances experienced by Mr. Nammo it would be the 

exceptional person who would not be humiliated.  He had partnered with a friend to 

undertake a business; his role was to secure financing because he was creditworthy while 

his friend was not, and the loan was approved subject to the credit check, which came 

back indicating that Mr. Nammo had poor credit.  Mr. Nammo then had to inform his 

partner of this result.  Although he said to his partner that the information was wrong, the 

credit reporting service said that it would take up to 30 days to investigate, during which 

time the opportunity and partnership were lost.  In addition, RBC officials were provided 

with information that led them to conclude that the applicant was not a good credit risk.  

The reasonable person, knowing that the assessment made of his creditworthiness must 

be incorrect, would be humiliated at having to face and to protest to both his prospective 

partner and to bank officials.  The reasonable person would suffer additional humiliation 

when the error was not clearly corrected by informing RBC and the credit applicant that 

an error was made, that there was no debt owed by the applicant, and that the error had 

been corrected. 

A credit reporting agency such as TransUnion would know that false information it 

provides showing a person to have unpaid debts would adversely affect that person’s 

ability to secure a loan.  It would also know that in such circumstances the person seeking 

credit would be humiliated when his credit application was rejected.  Where the credit 

reporting service has failed to take prompt, reasonable steps to correct the record and to 

therefore ameliorate the embarrassment of the individual, it should expect that it will be 

ordered to compensate him for the humiliation it has caused.  A credit reporting agency 

makes a profit from trading in the personal information of others.  Such business, perhaps 

more so than others, ought to be aware of the need for accuracy and prompt correction of 

inaccurate information.  Such businesses should expect to be held to account when they 

fail to do so.
14
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In Landry v Royal Bank

15
, the complainant was involved in divorce proceedings in which the opposing 

party issued a subpoena duces tecum to the complainant’s bank, requiring a bank employee to appear before 

the Superior Court with the relevant documents and information.  Prior to the appearance, however, the bank 

employee sent the information about the complainant’s personal bank accounts directly to opposing 

counsel without the complainant’s consent.  The Court noted the humiliation suffered by the claimant and 

awarded $4,500 in damages, but refused to award exemplary damages.
16

  The Court took into account the 

contributory fault of the complainant, who had “contributed to her own misfortune by attempting to 

conceal under oath the existence of her personal accounts even though she was obliged to disclose their 

existence.”
17

 

Finally, in Girao v Zarek Taylor Grossman Hanrahan LLP
18

, a law firm posted on its website a final 

report issued by the OPC (which is not a publicly available document) following the investigation of a 

complaint that the complainant had made against a client of the firm.  The report contained personal 

information about the complainant, including her name, although there was some dispute about whether 

much of the information was already made ‘public’ through disclosure in ongoing legal proceedings 

between the complainant and the client of the firm.  In the result, however, the Court held that there had 

been a violation of PIPEDA and awarded $1,500 for mental anguish (plus costs of $500).  The Court 

characterized the breach as “careless” and “negligent” and noted that a lack of bad faith and economic 

gain of the law firm tempered the award.
19

  The Court also noted that when the law firm received notice 

of the complaint, it acted quickly to remove the posting from its website.  Consideration was also given to 

the statutory limit on damages for mental anguish of $10,000 under the Personal Health Information 

Protection Act
20

, though PIPEDA does not prescribe such a limit. 

Invasion of Privacy at Common Law in Ontario 

On January 18, 2012, the Ontario Court of Appeal issued its landmark decision in Jones v Tsige
21

, 

recognizing for the first time in Ontario the tort of ‘intrusion upon seclusion’, a type of ‘invasion of 

privacy’.  The decision marks the first time a Canadian appellate court has recognized the tort. 

The facts in the case involved a claim against an employee of a bank who periodically viewed a co-

worker’s banking records at work, without authorization, over a number of years.  The defendant did not 

publish, distribute or record the information in any way.  The defendant maintained that she was involved 

in a financial dispute with the plaintiff’s former husband and accessed the information to confirm whether 

he was paying child support to the plaintiff.   

The plaintiff became suspicious that the defendant was accessing her account and complained to the bank.  

The bank investigated the matter.  Upon being confronted by the bank, the plaintiff admitted her conduct 

and acknowledged that it was contrary to the bank’s policies.  The bank disciplined the defendant.  The 

plaintiff brought an action against the defendant for invasion of privacy and breach of fiduciary duty.  The 

plaintiff brought a motion for summary judgment on the claim and the defendant brought a cross-motion 

for summary judgment.  It is notable that the defendant apologized to the plaintiff and made genuine 

attempts to make amends. 
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In the reasons on the motions for summary judgment, Whitaker, J. canvassed the jurisprudence and 

concluded that there is no freestanding tort of invasion of privacy in Ontario. The principal basis for that 

finding was the Ontario Court of Appeal’s statement in Euteneier v. Lee that “…there is no ‘free-

standing’ right to dignity or privacy under the Charter or at common law…”
22

  That statement had not 

been squarely addressed in any privacy-related cases decided since Euteneier. 

In addition, the defendant argued that the legislature, not the court, was the appropriate venue for making 

any decision(s) about whether and how to regulate privacy, particularly given the numerous stakeholder 

interests, complex economic and policy ramifications, and the tremendous amount of legislative activity 

that had already taken place with respect to privacy in Canada.  Although those arguments were not 

ultimately determinative, Whitaker, J. considered the existence of the numerous legislative regimes to be 

a relevant consideration: 

Turning back now to the various statutory provisions that govern privacy issues, most Canadian 

jurisdictions have statutory administrative schemes that govern and regulate privacy issues and 

disputes. In Ontario, it cannot be said that there is a legal vacuum that permits wrongs to go 

unrighted - requiring judicial intervention. […] 

I would also note that this is not an area of law that requires judge-made rights and obligations. 

Statutory schemes that govern privacy issues are, for the most part, carefully nuanced and 

designed to balance practical concerns and needs in an industry-specific fashion.  

I conclude that there is no tort of invasion of privacy in Ontario.
23

 

The plaintiff appealed the decision of Whitaker, J. to the Ontario Court of Appeal. The appeal was heard 

September 29, 2011.   

On January 18, 2012, the Court of Appeal released its decision allowing the appeal and recognizing for 

the first time the tort of ‘intrusion upon seclusion’.  The Court held that the elements of the tort of 

‘intrusion upon seclusion’ are as follows: 

(a) the defendant’s conduct must be intentional (which includes reckless conduct);  

(b) the defendant must have invaded, without lawful justification, the plaintiff’s private 

affairs or concerns; and 

(c) a reasonable person would regard the invasion as highly offensive causing distress, 

humiliation or anguish.
24

  

The Court stated that the protection of privacy will have to be reconciled with “competing claims” such as 

freedom of expression.  In addition, the Court stressed that the tort will arise only for “deliberate and 

significant invasions” and that damages “will ordinarily be measured by a modest conventional sum”.  

Following a review of privacy-related damage awards in Ontario and other jurisdictions, the Court set 

forth the following framework regarding damage awards in such cases: 

…damages for intrusion upon seclusion in cases where the plaintiff has suffered no 

pecuniary loss should be modest but sufficient to mark the wrong that has been done. I 
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would fix the range at up to $20,000. The factors identified in the Manitoba Privacy Act, 

[…] provide a useful guide to assist in determining where in the range the case falls: 

1. the nature, incidence and occasion of the defendant’s wrongful act;  

2. the effect of the wrong on the plaintiff’s health, welfare, social, business or 

financial position;  

3. any relationship, whether domestic or otherwise, between the parties;  

4. any distress, annoyance or embarrassment suffered by the plaintiff arising from the 

wrong; and 

5. the conduct of the parties, both before and after the wrong, including any apology 

or offer of amends made by the defendant.  

I would neither exclude nor encourage awards of aggravated and punitive damages. I 

would not exclude such awards as there are bound to be exceptional cases calling for 

exceptional remedies. However, I would not encourage such awards as, in my view, 

predictability and consistency are paramount values in an area where symbolic or moral 

damages are awarded and absent truly exceptional circumstances, plaintiffs should be 

held to the range I have identified.
25

 

The Court’s historic decision has already been the subject of considerable commentary, analysis and 

debate.  It is widely expected that the decision will have very significant and far-reaching ramifications 

across Canada.  Many important questions remain unanswered, particularly in respect of claims and 

activities which are already subject to existing legislative regimes that regulate privacy. At the time of 

writing, neither party had sought leave to appeal the decision to the Supreme Court of Canada. 

The Rise of Privacy Class Action Litigation 

Following many years of significant activity in the United States, privacy-related class action litigation is 

on the rise in Canada.
26

  While many claims, including actions against Internet, entertainment and social 

media giants, have either settled or do not appear to have been materially advanced, there can be many 

adverse consequences for organizations in managing, responding to and/or settling such claims and there 

are signs that more claims may proceed in future.  In addition to the new potential for damage awards 

based upon ‘intrusion upon seclusion’, an increase in claims may result from an Ontario court’s recent 

certification of a privacy-related class action suit in Rowlands v. Durham Region Health et al.
27

 

In Rowlands v. Durham Region Health, the plaintiffs allege that a nurse employed by the Durham Region 

Health Department lost a USB thumb drive containing personal and confidential health information of 

over 83,500 patients. The thumb drive contained unencrypted private patient information relating to 

H1N1 flu vaccinations received during the period of October 23 to December 15, 2009.   

The class action was brought following an investigation and Order by the Ontario Information and 

Privacy Commissioner, which cited a number of breaches of the Personal Health Information Protection 
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Act (“PHIPA”)

28
 by Durham Region Health in relation to this incident.  Section 65(1) of PHIPA permits a 

party to commence a proceeding for damages for actual harm suffered as a result of a contravention of 

PHIPA. 

The plaintiffs in the class proceeding seek $40 million in damages. One of the main bases for damages in 

the lawsuit is the risk that the confidential information contained in the USB drive might be used to 

facilitate identity theft.
29

  The action is based in, among other things, negligence and breach of the 

statutory duty to protect patient information.   

The court granted certification of the class proceeding pursuant to section 5 of the Class Proceedings Act, 

largely with the consent of the defendants.  As a result of the defendants’ consent to much of what could 

have been at issue on the certification motion, the court’s reasons in respect of the section 5 certification 

test are very brief and, therefore, will not likely be of much assistance to parties in future contested 

certification motions in this area.  Notably, however, the court held that without certifying the action as a 

class proceeding, the class members identified would not reasonably be able to obtain access to justice.
30

 

While the merits of the lawsuit have yet to be determined, the case has potentially broad implications for 

organizations that collect, use and disclose personal information.  The circumstances that gave rise to this 

case are not uncommon.  For example, media reports indicate that a number of organizations in the health 

care sector have recently been alleged to have committed privacy related data breaches.
31

  Similar privacy 

claims have arisen in contexts outside of the healthcare sector, as mentioned above.  It remains to be seen 

what quantum of monetary damages is possible in such cases.  

In light of the certification of Rowlands v. Durham Region Health, the availability of damage awards 

pursuant to the new tort of ‘intrusion upon seclusion’, and reports about the frequency and magnitude of 

data breaches and other violations of privacy, among other factors, many organizations are carefully 

monitoring and assessing the impact of the rise of privacy related class action developments in Canada.  

This interest has been heightened by the potential for claims and damages, including statutory damages, 

under Canada’s new anti-spam legislation, CASL.
32

  

In December 2010, the Canadian government passed ‘anti-spam’ legislation that will affect the interests 

of organizations that communicate and market electronically.  The legislation has a broad scope, covering 

the sending of commercial electronic messages, altering of transmission data, installation of computer 

programs, sending of false or misleading representations, and address harvesting.  The potential risk of 

monetary loss under the new legislation is extensive. CASL provides for administrative monetary 

penalties up to a maximum amount of $1,000,000 for an individual and $10,000,000 for an organization.
33

 

In addition to these administrative monetary penalties, CASL provides a private right of action for any 

person “affected” by any contravention of the legislation.
34

 The legislation further introduces statutory 

damages (for example, damages of $200 for each contravention of certain messaging requirements, not 

exceeding $1,000,000 for each day on which a contravention occurred) that could result in damage 
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awards that far exceed any loss actually suffered by the complainant.

35
 These provisions in CASL are 

expected to lead to claims by both individuals and businesses that are affected by violations of CASL, 

with a heightened risk of class action litigation.  

Conclusions 

This short paper has highlighted some of the recent developments – damage awards, tort claims and class 

action litigation – that are changing the face of privacy in Canadian courts, including those changes to the 

law that may see increased recourse to the courts and that are being closely monitored by counsel, 

organizations and individuals alike. 

 

                                                 
35

  Ibid, s 51. 


