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ONTARIO E-DISCOVERY IMPLEMENTATION COMMITTEE

MODEL DOCUMENT #7:

PRESERVATION ORDER
Purpose of the document

As soon as litigation is reasonably anticipated, parties must consider their obligation to take reasonable and good faith steps to preserve potentially relevant documents,
 including electronically stored information.

Usually, it is to a party’s strategic advantage to preserve all potentially relevant documents as soon as possible.  As well, where potentially relevant documents are destroyed or lost rather than being preserved, a party risks being exposed to allegations of spoliation of evidence.  The consequences of spoliation can be very serious.  The court may direct the drawing of an adverse inference from the destruction of the documents, may require payment of the opposing parties’ costs or, in extreme cases, may dismiss a claim or strike a defence, among other things.  
However, preservation steps can be onerous and expensive, and parties may wish to define or limit their preservation obligations by agreement with the other side or by court order.

This model preservation order is designed to be used in cases where the parties have been unable to agree upon appropriate preservation steps, or where the parties wish to have their preservation agreement endorsed by the court.

This model order assumes that the parties do not wish to take extraordinary steps in preserving metadata, or to preserve deleted files.  For example, it does not mandate the forensic copying of hard drives and servers believed to contain potentially relevant electronically stored information, or the retainer of a computer forensics consultant.  For those cases where such steps are appropriate, the model order would need to be modified accordingly.

The effect of a preservation order of this type is that the parties cannot raise allegations of spoliation against an opposing party who has complied with the order, at least with respect to matters addressed in the order. 

Proportionality
The principle of proportionality is relevant in determining the nature and scope of a party’s obligation to preserve potentially relevant documents.  The issue arises primarily in the context of electronically stored information, although it can be relevant to traditional paper documents in some circumstances.

The parties should ensure that all preservation steps taken are proportionate, taking into account, among other things, the importance and complexity of the case, the amounts and interests at stake, and the costs, delay, burden and benefit associated with each step.  In some cases, particularly those involving a small dollar value or uncomplicated facts, it may not be appropriate to require that costly steps be taken to preserve all potentially relevant records, where the likelihood of important documents being found is low or unknown.  The parties must seek to strike an appropriate balance.

One of the most effective means of achieving proportionality is for the parties to reach agreement on required preservation steps, whether at a “meet and confer” session or otherwise.  A preservation agreement may reduce the costs otherwise required to comply with the duty to preserve, and may relieve some of a party’s uncertainty as to what preservation steps should be considered mandatory in the circumstances of the particular case.
Annotations

Annotations are included at various points throughout the model document, identifying issues that the parties may wish to consider.  Many of the annotations refer to The Sedona Canada Principles Addressing Electronic Discovery (the “Sedona Canada Principles”).  Civil litigants in Ontario are required, pursuant to Rule 29.1 of the Rules of Civil Procedure, to consult and have regard to the Sedona Canada Principles in preparing a discovery plan for an action.  The Sedona Canada Principles are a set of national guidelines for e-discovery in Canada, which reflect both existing legal principles and a set of identified best practices.  A copy of the Sedona Canada Principles may be downloaded from www.thesedonaconference.org, where they are found under the list of publications for Working Group 7.

Note regarding use of this document

This model order and all of the EIC’s model documents and other publications are available on the Ontario Bar Association's website at:

http://www.oba.org/En/publicaffairs_en/E-Discovery/model_precedents.aspx
This model document has been prepared and made available to the public by the EIC for informational purposes.  It is not provided as legal or technical advice and should not be relied upon as such.  

Publications of the EIC are copyrighted by the Ontario E-Discovery Implementation Committee and all rights are reserved. Individuals may download these publications for their own use at no charge. Law firms and other organizations may download these publications and make them available internally for individual use within the firm or organization.  EIC publications may be republished, copied or reprinted at no charge for non-profit purposes. Organizations and individuals may provide a link to the publications on the internet without charge provided that proper attribution to the Ontario E-Discovery Implementation Committee is included. For further information, or to request permission to republish, copy or reprint for commercial profit, contact the Chair of the Committee, David Outerbridge, at douterbridge@torys.com.

Feedback on EIC materials

The EIC welcomes comments on all of its model documents and other publications.  Any comments or suggestions can be provided to Michele A. Wright at mwright4@toronto.ca. 
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BETWEEN:

[PLAINTIFF(s)]
Plaintiff(s)

-and-

[DEFENDANT(s)]
Defendant(s)

PRESERVATION ORDER

THIS MOTION, made by  [party], for an order requiring the preservation of documents potentially relevant to this Action, was heard on  [date] at  [place].

ON READING  [materials], filed, and on hearing the submissions of :
THIS COURT ORDERS AS FOLLOWS:

1. Definitions

1.1 A glossary of definitions of terms used in this order is attached as Appendix “A”.

2. Duration
2.1 This order applies from its effective date until: (a) the Parties agree or the court orders otherwise; (b) in the case of an individual Party, the Party ceases to be a party to the Action and any appeal; (c) the Action settles and all settlement terms are fulfilled; or (d) the Action is adjudicated and any appeals are heard or the time period for bringing an appeal has expired.

3. General duty to preserve

3.1 Subject to the limits set by this order, each Party shall take reasonable and good faith steps to identify and preserve all potentially relevant documents (which term includes electronically stored information) that are in the Party’s possession, control or power.  The documents subject to this duty include any documents that a Party has the ability to possess or to obtain from others, such as from employees and former employees, employers and former employers, agents, banks, consultants, professionals (such as accountants or lawyers), the government, insurers, third party service providers and affiliated companies.

3.2 The duty to preserve is to be interpreted broadly to accomplish the goal of maintaining the integrity of all potentially relevant documents.  Except as provided in this order, the duty to preserve includes the duty to take reasonable steps to prevent the partial or full destruction, alteration, testing, deletion, overwriting, shredding, incineration, wiping, relocation, migration, theft or mutation of documents, as well as to prevent any action that would make the documents incomplete or inaccessible.
3.3 It is acknowledged that the documents subject to the duty to preserve may include documents that are not producible (for example, on the basis of privilege) or that are not admissible in evidence.
4. Identification of potentially relevant documents
 ,

4.1 Without prejudice to the Parties’ discovery rights, the Parties shall in the first instance identify potentially relevant documents by searching for the documents, acting reasonably and in good faith, using the following parameters:

4.1.1 The Parties shall search for potentially relevant documents in the following geographic locations:

	Party
	Geographic Location

	
	


4.1.2 The Parties shall search for potentially relevant electronically stored information in the following data storage systems:
 

	Party
	Data Storage System

	
	


4.1.3 The Parties shall search for potentially relevant electronically stored information of the following file types:
 

	Party
	File Type

	
	


4.1.4 The Parties shall search for potentially relevant documents within the following date range(s):

	Party
	Date Range

	
	


4.1.5 The Parties shall search for potentially relevant electronically stored information using the following search terms:

	Party
	Search terms

	
	


4.1.6 The Parties shall search for potentially relevant documents authored by the following persons or entities:

	Party
	Authors

	
	


4.1.7 The Parties shall search for potentially relevant documents that are in the possession, control or power of the following custodians:

	Party
	Custodians

	
	


5. Preservation of documents
5.1 Litigation Hold Notices: The Parties shall, on or before  [date], circulate to the custodians identified in Section 4.1.7
 a litigation hold notice in a form substantially similar to that attached at Appendix “B”.
,
  Thereafter, the Parties shall re-notify these custodians (and any subsequently identified custodian of relevant documents) on a quarterly basis of the continuing duty to preserve potentially relevant documents.
5.2 Suspension of Ordinary Course Document Destruction: The Parties shall immediately take steps to ensure that no potentially relevant documents as identified in Section 4
 are destroyed in the ordinary course through the operation of standard procedures for the destruction of documents.  For example:

5.2.1 Potentially relevant hard copy documents in storage that are scheduled to be destroyed based on the expiry of a retention period in a retention schedule shall be segregated and not destroyed.
5.2.2 Any backup media that contain potentially relevant documents that are not located elsewhere (such that the backup media likely contain the only existing copy of the documents) shall be segregated and not recycled.
5.2.3 If emails are subject to an automatic email deletion program (e.g., the contents of email inboxes are deleted after a specified number of days), the potentially relevant emails shall be copied or segregated in accordance with this order before deletion occurs.

It is not necessary that the ordinary course destruction of documents be suspended except to the extent that any potentially relevant documents cannot be copied or segregated in accordance with this order.  In any event, the Parties may continue the reasonable ordinary course destruction of documents that are not subject to the preservation obligations set out in this order.
5.3 Copying or Segregating of Electronically Stored Information: The Parties shall, on or before  [date], take reasonable steps to copy or segregate potentially relevant electronically stored information identified in Section 4,
 or relevant electronically stored information otherwise known to exist, by:
5.3.1 Preparing a forensic copy of all potentially relevant electronically stored information on a computer system, by no later than  [date];
 and/or
5.3.2 Segregating potentially relevant electronically stored information from other data contained on servers or backup media, and securely retaining the segregated data or copies thereof on media capable of storing the documents in a retrievable format.

5.4 Documents Newly Created or Received: Parties creating or receiving potentially relevant documents after the effective date of this order must take reasonable steps promptly to preserve them in the same manner applicable to documents existing on the effective date of this order.

5.5 Newly Identified Custodians: Where a Party determines that there is a custodian of relevant documents not previously identified, the Party shall comply with the requirements with respect to litigation hold notices set out in Section 6.1, and shall take reasonable steps to preserve the relevant documents in the custodian’s possession, control or power.

5.6 Metadata: When segregating, copying or imaging electronically stored information, the Parties shall take reasonable steps to preserve associated metadata.  However, it is acknowledged that, unless special preservation steps are provided for, some metadata may be inadvertently altered, either before or after the effective date of this order, through the good faith actions of the Parties or others, whether in preserving or otherwise accessing the documents.

5.7 Backup Media: The Parties shall, on or before  [date], securely retain, with respect to their computer system, one complete set of backup media created in the ordinary course within 30 days prior to the effective date of this order, provided that this set of backup media represents a complete backup of all potentially relevant electronically stored information on the Party’s computer system (as opposed to only an incremental backup of the data recently added to the computer system).

5.8 Chain of Custody: The Parties shall keep detailed records of the chain of custody of potentially relevant documents, including records of: (a) the custodians from whom, and the locations from which, potentially relevant documents are identified for purposes of preservation; (b) the method of preservation used; (c) the storage media on which the documents are preserved; and the location(s) and custodian(s) of the storage media.
5.9 Software and Hardware: The Parties shall securely retain all current or legacy software and hardware necessary to access, manipulate, print, search, organize, collect, image, decrypt, decompress, etc. potentially relevant electronically stored information identified in Section 4,
, to the extent each Party possesses such software or hardware on the effective date of this order.  In addition, existing documents (e.g., training manuals, instruction books, user guides, etc.) sufficient to describe or explain the installation, operation and use of the software and hardware shall similarly be securely retained.
5.10 Timing: The Parties shall ensure that all preservation steps identified above are completed, with respect to existing potentially relevant documents, by the date(s) specified above.  The Parties will confirm in writing to one another by that date (or those dates) that the steps have been completed.

5.11 Other Steps: Except as provided in this order, the Parties are not required to take steps to identify or preserve potentially relevant documents, including electronically stored information.  For greater certainty, the Parties are not required to take steps to preserve deleted or residual data.

6. Costs of compliance
6.1 Subject to any agreement to the contrary, the reasonable costs incurred in complying with this order, including the reasonable costs of retaining or using necessary external or in-house technical consultants, may be claimed as “costs of and incidental to a proceeding or a step in a proceeding” for purposes of s. 131 of the Courts of Justice Act.

7. Discovery rights otherwise not affected

7.1 Except as provided in this order, nothing in this order derogates from: (a) the legal rights of the Parties with respect to documentary and oral discovery in the Action, or (b) the right of any Party to move before the Court for enforcement of those rights.

7.2 Nothing in this order affects the ultimate discoverability or admissibility of the documents to be preserved.

8. Compliance
8.1 Subject to Section 8.3, where a Party complies with: (a) this order, and (b) the duty to preserve relevant documents specifically known to exist as set out in Section 8.2, no other Party may seek the imposition by the court of sanctions against that Party (including sanctions such as, among other things, the drawing of an adverse inference, the payment of costs, the dismissal of a claim, the striking of a defence or the granting of summary judgment) for that Party’s alleged failure to take reasonable steps to preserve potentially relevant documents in the Action.

8.2 Nothing in this order affects the legal obligation of each Party to take reasonable steps to preserve any document in the Party’s possession, control or power that the Party knows exists and knows is relevant to the Action.

8.3 Where a Party concludes that there are potentially relevant documents in the possession, control or power of another Party, and whose preservation is not addressed by this order, the Party seeking preservation shall send notice in writing to this effect to the Party that has possession, control or power of the documents at issue.  The written notice must identify the documents or the classes of documents, and identify the requested preservation steps.  Section 8.1 of this order ceases to apply with respect to the affected documents, but (subject to Section 8.2) only with respect to any alleged failure to take reasonable preservation steps after the date of receipt of the notice.

8.4 If a Party determines that it is impossible for the Party to comply with the terms of the order, either at all or in a manner that accords with the overriding principle of proportionality in the discovery process, the Party shall notify the other Parties promptly in writing.  The Parties shall negotiate in good faith with respect to proposed consent amendments to the order. The Parties may seek the assistance of the Court in order to resolve disputes, to vary this order or to make a further order.







____________________________

APPENDIX “A” - GLOSSARY

	Action
	Litigation proceedings identified in the style of cause in this agreement.

	Author
	The author of a document in the person, office or designated position responsible for its creation or issuance.  In the case of a document in the form of a letter, the author or originator is usually indicated on the letterhead or by signature.  In some cases, the software application producing the document may capture the author’s identify and associate it with the document.  For records management purposes, the author may be designated as a person, official title, office symbol, or code.

	Backup Media
	Magnetic tapes or other media used to store copies of data, for use when restoration or recovery of data is required.  Data on backup tapes or other media are generally recorded and stored sequentially, rather than randomly, meaning in order to locate and access a specific file or data set, all data on the tape preceding the target must first be read, a time-consuming and inefficient process.  Backup tapes typically use data compression, which increases restoration time and expense, given the lack of uniform standards governing data compression.

	Chain of Custody
	Documentation and testimony regarding the possession, movement, handling and location of evidence from the time it is obtained to the time it is presented in court; used to prove that evidence has not been altered or tampered with in any way; necessary both to assure admissibility and probative value.

	Custodian
	Person having control of a network, computer or specific electronic files.

	Data
	Any information stored on a computer, other than programs.  All software is divided into two general categories: data and programs.  Programs are collections of instructions for manipulating data.  In database management systems data files are the files that store the database information.  Other files, such as index files and data dictionaries, store administrative information, known as metadata.

	De-duplication
	The process by which electronic records are compared and duplicate records are removed or flagged, leaving one unique copy.

	Deleted File
	A file which is removed from view within a computer application, but which may still be recoverable using forensic tools.  This occurs because the computer system does not immediately overwrite files.  Rather, the disk space containing the file is marked as available for reuse.  As disk space is needed, the file is eventually overwritten and may become irretrievable.

	Deletion
	The process whereby data is removed from active files and other data storage structures on computers and rendered inaccessible except through the use of special data recovery tools designed to recover deleted data.  Deletion occurs on several levels in modern computer systems:  (a) File level deletion renders the file inaccessible to the operating system and normal application programs and marks the storage space occupied by the file’s directory entry and contents as free and available to re-use for data storage, (b) Record level deletion occurs when a record is rendered inaccessible to a database management system (DBMS) (usually marking the record storage space as available for re-use by the DBMS, although in some cases the space is never reused until the database is compacted) and is also characteristic of many email systems, (c) Byte level deletion occurs when text or other information is deleted from the file content (such as the deletion of text from a word processing file); such deletion may render the deleted data inaccessible to the application intended to be used in processing the file, but may not actually remove the data from the file’s content until a process such as compaction or rewriting of the file causes the deleted data to be overwritten.

	Desktop
	Generally refers to an individual PC.

	Disc/Disk
	Round, flat storage media with layers of material which enable the recording of data.

	Document
	Information recorded in any form, including electronically stored information.  The word “document” is used interchangeably with the word “record”.

	Electronically Stored Information

	Information recorded in a form that requires a computer or other machine to process it and that otherwise satisfies the definition of a record.

	File Server
	Where multiple computers are connected in a local area network (LAN), one computer may be designated as a “server” and provide information or processes to other computers in the network.  A “file server” specifically provides files to other parts of the network and often stores large amounts of user-generated work product.  A server may have multiple purposes.  For example, a file server may also be an email server or an application server.

	Format (noun)
	The internal structure of a file, which defines the way it is stored and used.  Specific applications may define unique formats for their data (e.g., “MS word document file format”).  Many files may only be viewed or printed using their originating application or an application designed to work with compatible formats.  There are several common email formats, such as Outlook and Lotus Notes.  Computer storage systems commonly identify files by a naming convention that denotes the format (and therefore the probable originating application).  For example, “DOC” for Microsoft Word document files; “XLS” for Microsoft Excel spreadsheet files; “TXT” for text files; “HTM” for Hypertext Mark-up Language (HTML) files such as web pages; “PPT” for Microsoft PowerPoint files; “TIF” for tiff images; “PDF” for Adobe images; etc.  Users may choose alternate naming conventions, but this will likely affect how the files are treated by applications.

	Hard Drive (or Hard Disc Drive)

	The primary storage unit on PCs, consisting of one or more magnetic media platters on which digital data can be written and erased magnetically.

	Information
	For the purposes of this document, information is used to mean both documents and data.

	Litigation hold

	A litigation hold is a communication issued as a result of current or anticipated litigation, audit, government investigation or other such matter that suspends the normal disposition or processing of records.  Litigation holds can encompass business procedures affecting active data, including, but not limited to, backup tape recycling.  The specific communication to business or IT organizations may also be called a “hold”, “preservation order”, “suspension order,” “freeze notice,” “hold order,” or “hold notice.”

	Metadata
	Metadata is Information about a particular data set or document which describes how, when and by whom it was collected, created, accessed, modified and how it is formatted.  Can be altered intentionally or inadvertently.  Can be extracted when native files are converted to image.  Some metadata, such as file dates and sizes, can easily be seen by users; other metadata can be hidden or embedded and unavailable to computer users who are not technically adept.  Metadata is generally not reproduced in full form when a document is printed.  

	(PDA) or Personal Digital Assistant 
	A small, usually hand-held, computer which “assists” business tasks.

	Preservation
	The process of ensuring retention and protection from destruction or deletion all potentially relevant evidence, including electronic metadata 

	Producible
	Subject to the obligations of disclosure and production set out in the Rules of Civil Procedure.

	Record
	Information recorded in any form, including electronically stored information.  The word “record” is used interchangeably with the word “document”.

	Server
	Any central computer on a network that contains data or applications shared by multiple users of the network on their client PCs.  A computer that provides information to client machines.  For example, there are web servers that send out web pages, mail servers that deliver email, list servers that administer mailing lists, FTP servers that hold  FTP sites and deliver files to users who request them, and name servers that provide information about Internet host names. 

	Software
	Any set of coded instructions (programs) stored on computer-readable media that tells a computer what to do.  Includes operating systems and software applications.

	Storage Device
	A device capable of storing data.  The term usually refers to mass storage devices, such as disc and tape drives.


APPENDIX “B” - LITIGATION HOLD NOTICE

Privileged and Confidential

[DATE]
[Client Name]
Document Preservation Notice

As you may know, [PARTY] is involved in a dispute with [ADVERSE PARTY].  You have received this notice because it is believed you may possess or control documents (including electronically stored information), which may be relevant to this dispute.

1.
Consequences of Failing to Preserve and Produce Documents

Failing to preserve and produce potentially relevant documents could have serious consequences for [PARTY], including the failure of the [PARTY’s] case in the lawsuit.  The court could also assume that the documents that were not preserved would have been harmful to [PARTY’s] case and draw inferences favourable to [ADVERSE PARTY].  [PARTY] could be required to pay costs, damages or other sanctions.

Given the gravity of these potential consequences, it is essential that you give immediate attention to this Notice and comply with the directions contained within it.  

2.
Your Obligation to Preserve and Produce Documents

The issues in this litigation arise from [describe litigation].  Documents relevant to the dispute are likely to include [describe broad classes of relevant documents].
As a custodian of potentially relevant documents, you are legally required to take reasonable and good faith steps to protect such documents from destruction, to preserve them in their original format, and to cooperate with [PARTY] and its counsel in obtaining access to them.  In particular, you must: [list relevant document preservation protocols, with reference to document retention policies if applicable].
Your obligation to preserve documents does not end today.  You must also preserve relevant documents created or received in the future.

3.
Broad Meaning of “Document”

“Document” has a very broad meaning.  

The obligation to preserve documents extends not only to paper documents but also to computer files, sound recordings, video recordings, film, photographs, charts, maps, plans, books, surveys, etc.  

These documents may be stored in a tangible form or may be electronic, such as is the case with computer files.  For example, email messages, spreadsheets, electronic calendars, word processing files, computer databases, and the contents of Blackberrys and other PDAs are all examples of documents to be preserved.  

These documents must be preserved even if they exist on your home computer, your mobile phone or PDA, or on a mobile drive.

Relevant documents may be discoverable whether they are located in devices owned by [PARTY] or by you personally.  In discharging your obligations pursuant to this Notice, it is essential that you consider where you may have stored potentially relevant documents, such as filing cabinets, portable computers, PDAs, or your home office.

4.
Next Steps

You will shortly be contacted by [identify the internal or external counsel, or service-provider] to arrange for the production of your documents.   

Counsel will review the documents to determine whether they are relevant, and will take steps to protect documents which are subject to privilege.  Please do not attempt to make such determinations yourself.
5.
Further Information

If you have any questions arising from this Notice, please contact me directly using the following contact information:

Name:



Title:

Phone:

Fax:

Email:

Address:

If you cannot reach me directly and the matter is urgent, please contact:

Name:



Title:

Phone:

Fax:

Email:

Address:
[Signed by Senior Officer/General Counsel]









� 	The word “document” is used in this Model Document in its broadest sense, as meaning “information recorded in any form, including electronically stored information”.  The word “document” is used interchangeably with the word “record”.


� 	Principle #3 of the Sedona Canada Principles states that “As soon as litigation is reasonably anticipated, parties must consider their obligation to take reasonable and good faith steps to preserve potentially relevant electronically stored information.”  The Sedona Canada Principles recognize that “it is unreasonable to expect organizations to take every conceivable step to preserve all electronically stored information that may be potentially relevant.”  Comment 3.f states that “a reasonable inquiry based on good faith to identify and preserve active and archival data should be sufficient.”  The parties should consider and discuss how and where relevant information can be preserved in the most efficient and cost effective manner. 


� 	Principle #2 of the Sedona Canada Principles states that “In any proceeding, the parties should ensure that steps taken in the discovery process are proportionate, taking into account (i) the nature and scope of the litigation, including the importance and complexity of the issues, interests and amounts at stake; (ii) the relevance of the available electronically stored information; (iii) its importance to the court’s adjudication in a given case; and (iv) the costs, burden and delay that may be imposed on the parties to deal with electronically stored information.”  Principle #2 is explicitly reflected in the following Rules of Civil Procedure in Ontario: rules 1.04(1.1), 20.05(2), 29.1, and 29.2.


� 	This model order can also be used, with some changes, as a preservation agreement.  In this regard, see Model Document #2: Preservation Agreement.


� 	Alternatively, the parties may wish to consider having the preservation order last only for a specified period of time, such as one year or a period of months.


� 	Comment 5.c of the Sedona Canada Principles suggests that “parties to actual or contemplated litigation may also need to consider whether preservation notices should be sent to non-parties, such as contractors and/or vendors”.


� 	Considerable care must be taken in deciding whether to include or delete Section 4 of the order (or parts of it).  If Section 4 is used, it limits the places, persons and types of materials that the parties affected by the order must search for potentially relevant documents.  Since the parties lose their right to seek spoliation sanctions for the failure to preserve documents not addressed in the order (see Section 8.1), problems may arise in cases where the parties determine, partway through the discovery process, that additional documents should be (or should have been) preserved.  Counsel may wish to consider deleting all or part of Section 4, so that the order is addressed more at the operational steps that are to be taken to preserve documents, and less at the substantive scope of the duty to preserve.  A party may be in a better position to include Section 4 (or parts of it) if the parties have engaged in a meaningful exchange of information at a meet and confer session.


� 	Principle #5 of the Sedona Canada Principles states that “The parties should be prepared to disclose all relevant electronically stored information that is reasonably accessible in terms of cost and burden.”  Comment 5.a suggests that given the volume and technical challenges associated with the discovery of electronically stored information, the parties engage in a cost benefit analysis, weighing the “cost of identifying and retrieving the information from each potential source against the likelihood that the source will yield unique, necessary and responsive information”.  Counsel are encouraged to exercise judgment based on a reasonable good faith inquiry having regard to the location and cost of recovery or preservation.  The more costly and burdensome the effort that will be required to access a particular source “the more certain the parties need to be that the source will yield responsive information”.  Comment 5.a suggests that, if potentially relevant documents exist in a format that is not “readily usable”, cost-shifting may be appropriate.


� 	Principle #7 of the Sedona Canada Principles states that “A party may satisfy its obligation to identify electronically stored information in good faith by using electronic tools and processes such as data sampling, searching and/or the use of selection criteria to collect potentially relevant electronically stored information.”  Comment 7.a indicates that as it may be impractical or prohibitively expensive to review all information manually, parties and counsel should where possible agree in advance on targeted selection criteria.  Comment 7.b suggests various processing techniques to use in searches including filtering, de-duplication, sampling and validation.


� 	For example, servers, desktop hard drives, laptop hard drives, archived records, disks and other portable storage media, backup tapes, personal digital assistants, telephones, etc.


� 	For example, word processing documents, spreadsheets, databases, presentation documents, graphics, images, audio recordings, etc.


� 	Potential custodians include archivists, assistants, records managers, and IT personnel, in addition to persons directly involved in the matters at issue.  Bearing in mind the risk of under-inclusion, the parties may wish to seek to reach agreement on the list of persons who will be required to take proactive steps to preserve relevant documents (i.e., custodians).  The list may identify people by individual name, or by a grouping such as a division, department or other group.  It is beneficial to identify custodians by name, title, location and job function (for individuals), and the name and functions performed (for groups), in order to allow opposing parties to satisfy themselves that the appropriate persons have been identified.


� 	If Section 4 of the agreement is not used, alternative language for this section could be “The Parties shall, on or before  [date], circulate to all persons who may reasonably be expected to have possession, control or power of potentially relevant documents (the “custodians”) a litigation hold notice in a form substantially similar to that attached at Appendix “B”.”


� 	The litigation hold notice at Appendix “B” is designed to be sent by a corporation.  Minor modifications to the notice will be required if the Party sending the notice is an individual.


� 	Comment 3.d of the Sedona Canada Principles suggests things to include in preservation notices in the common law jurisdictions.  Preservation in the Province of Quebec is discussed in Comment 3.e.


� 	Remove the phrase “as identified in Section 4” if Section 4 is not used.


� 	Rather than providing examples of acceptable methods, counsel may wish to be more explicit about the precise methods required.


� 	Remove the phrase “identified through the processes set out in Section 4” if Section 4 is not used.


�  	Comment 5.b of the Sedona Canada Principles suggests that “forensic data collection, such as the making of bit-level images of hard drives, should not be required unless the nature of the matter warrants the cost and burden” as it can “divert litigation into side issues involving the interpretation of ambiguous forensic evidence”.  In cases where forensic copying of hard drives and servers is appropriate, the parties will want to include more detailed provisions dealing with the use of a forensic expert to perform the forensic copying.  In this regard, see for example the “Ex Parte Order Establishing Procedures for Examination, Copying and Imaging of Computers, Hard Drives or Other Electronic Storage Media” in the American Bar Association’s The Electronic Evidence and Discovery Handbook (ABA Law Practice Management Section, 2006), Form 5.42.


� 	This draft order does not propose to achieve preservation by retaining backup media.  Relying upon backup media in order to locate relevant records is generally costly and inefficient.  Backup media should be preserved only where they contain unique information that cannot otherwise be obtained, or where other special circumstances apply.  In cases where preservation of backup media is desired, the following alternative language might be used: “On or before  [date], securely retaining, with respect to their computer system, one complete set of backup media created in the ordinary course within 30 days prior to the effective date of this agreement, provided that this set of backup media represents a complete backup of all potentially relevant electronically stored information on the Party’s computer system (as opposed to only an incremental backup of the data recently added to the computer system).”


� 	Counsel should consider whether the circumstances of the case warrant requiring that a forensic copy of electronically stored information be created, in order to preserve all aspects of the metadata.  If so, this section should be amended accordingly.


� 	Counsel should consider whether additional preservation steps are appropriate with respect to backup media – for example, where relevant documents continue to be created during  the litigation, or where a party retains backup media in the ordinary course, rather than recycling them on a regular basis.


� 	Remove the phrase “identified in Section 4” if Section 4 is not used.


� 	Principle #6 of the Sedona Canada Principles states that “A party should not be required, absent agreement or a court order based on demonstrated need and relevance, to search for or collect deleted or residual electronically stored information.”  Comment 6.a suggests that deleted or residual data that can only be accessed through forensic means should not be presumed to be discoverable and ordinarily, searches for electronically sorted information” will be restricted to a search of active data and reasonably accessible online sources.  The “evaluation of the need for and  relevance of such discovery should be analyzed on a case by case basis” as “only exceptional cases will turn on “deleted” or “discarded” information”.


� 	Principle #12 of the Sedona Canada Principles states that “The reasonable costs of preserving, collecting and reviewing electronically stored information will be borne by the party producing it.  In limited circumstances, it may be appropriate for the parties to arrive at a different allocation of costs on an interim basis, by either agreement or court order.”  The commentary to the principle suggests that where extraordinary effort or resources will be required particularly to restore data before it can be produced unfairness may result and cost-shifting issues should be considered.  Thus, in cases where the preservation steps being agreed to are unusual or particularly onerous, the parties may wish to provide for one party to pay for the costs of certain preservation steps being taken by an opposing party.


�	Terms previously defined in The Sedona Conference® Glossary:  E-Discovery and Digital Information Management, A Project of the Sedona Conference® Working Group on Electronic Document Retention and Production (the “Sedona Glossary”) are designated in italics.  The Sedona Glossary is available on The Sedona Conference® website:  www.thesedonaconference.org, under “Publications”.


� 	“Electronic Record” in the Sedona Glossary.


�	“Legal Hold” in the Sedona Glossary.








